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Use Communications Services Smartly

Stay Vigilant against
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Identification of Suspicious Calls Originating from

Outside Hong Kong
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You should stay alert when answering these calls originated
from outside Hong Kong:
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Calling numbers with a “+” sign as
prefix
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For incoming calls with caller numbers
prefixed with “+852”, a voice alert in
Cantonese, English and Putonghua or
text alert will be sent to you
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Always Stay Vigilant
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You should stay alert if you receive a call or short message
from a stranger, regardless of the displayed caller number or
sender address of the short message:

7

\
fEsZ DO’s
v AN

hang up immediately
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ignore unknown calls or
short messages
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ascertain the identity of
the calling party or sender
of the short message
through official channels
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report suspicious fraudulent
calls to the Police through
the public report platform
of Police’s “Scameter+”
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press any key to reply an
unknown call
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reply the short message
or click any hyperlink(s)
therein

X BEREBEENS 7 IFEH
HRA
easily trust the identity of
the caller or the content
of the short message
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disclose your personal
information (including
bank account numbers,
credit card information
and one-time passwords)
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transfer money
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Use of Incoming Call Filtering Services and Apps =——
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Users may subscribe to call filtering value-added services offered by
mobile service providers so that all incoming calls including those from
anonymous parties can be filtered by personalising black and/or white
lists or using the pre-set lists provided by mobile service providers.
Please contact your mobile service providers for more information.
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Some commonly used call-filtering apps available on the
market are given below for reference.

Mobile Apps Website

i https://www.call-defender.com/tw/index.html
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Call Defender
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Whoscall
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https://www.techmaxapp.com/
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Jima Caller ID
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Alerts for calls made by newly activated

local pre-paid SIM cards
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In order to help members of the public stay vigilant against
suspicious calls, a voice alert message is played when call
originates from newly activated local mobile pre-paid SIM
cards within a specified period* after activation

EEEAIEER  FIRERTERERERPEERR.
*The specified period lasts for several months and may be suitably adjusted
where necessary subject to implementation status.
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* Applicable to newly activated local pre-paid SIM
cards, including those new pre-paid SIM cards
activated with mobile number portability
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* Voice alert message of “Call made from a new |
I pre-paid SIM card” played in Cantonese and |
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Pay Attention to Police’s Anti-deception Information
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Anti-deception Tools of the Police Service Provided
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Anti-Deception Coordination Centre
(ADCC) website

ADCC

Anti-Deception Coordination Centre
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Provide up-to-date information on defrauding tricks

Subscribe to “Scam Alert” email notification
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“CyberDefender”, the one-stop cyber
information platform
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Provide up-to-date cyber security tips and anti-fraud
|nformat|on

YouTube

Facebook

Instagram
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“Anti-Scam Helpline 18222”

emrWN8222

@ www.adcc.gov.hk

— N EE A AR ) A Th RIZARNES A
5 U EEE MR RS

An all-day enquiry hotline to provide immediate
consultation for the general public in order to
handle suspicious deception cases in a more
effective manner
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“Scameter+”, the one-stop scam and
pitfall search engine
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Help the public identify frauds and online pitfalls
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Three new enhanced functions: 1) Call Alert,

2) Website Detection, and 3) Public Intelligence
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Hong Kong Police Force e-Report Centre [E]5
& Enquiries EAMEAAR OFCAS Hotline: mﬁ}@ﬂ@
2961 6333 BeTied
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